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1
Decision/action requested

SA3 is asked to agree to the changes described in this pCR.
2
References

[1]
S3-180696 
Agenda and notes of joint conference call on SBA N32 security
[2]
S3-180834 
General security guidelines for API design
3
Rationale

In the joint conference call between CT3, CT4 and SA3 on February 12th [1], CT4 clearly expressed the need for SA3 to define security guidelines for the specification of IEs and API details. Such requirements can be differentiated into general ones that should always be considered during protocol and API design, covered in [2], and rules specific to inter-PLMN signalling in SBA, specifically the SEPP. This contribution aims to capture an initial set of the latter.
4
Detailed proposal

***START OF CHANGES***

5.7.4
Requirements for e2e core network interconnection security
5.7.4.X
Requirements for secure API design with regards to the SEPP
The following rules are prerequisites regarding the protocols and IEs transported over N32, including other reference points that may traverse the SEPP, i.e. N12, N16, N24 and N27, to allow the SEPP to perform its security mechanisms.
-
Certain types of information will need confidentiality protection. In order to reliably apply confidentiality protection to all instances of this information, the SEPP needs to be able to identify all occurrences in which this sensitive type of information is transmitted. 
[NOKIA] This is not a requirement to the API design, but a requirement to the SEPP. There are multiple classes of security handling at SEPP (e.g. encrypt, allow reading but protect from modification, allow modification but track who has modified it etc.) It is the job of the SEPP (or its runtime configuration) to apply the appropriate class to each protocol parameter / element. Or is the intention of this requirement to indicate to CT4 that it needs to design APIs that assists in SEPP being able to identify which class each parameters come under (either in OpenAPI specification file or something else)?
Note that this might not be limited to explicitly defined IEs, but also to state information if it is contained in the message, rather than being stored at the server.
-
The SEPP needs to be aware of state information that is required to correctly interpret a message. This includes whether cookies or session IDs need to match in order for a message to be correctly interpreted at the receiving end.
[NOKIA] This again looks like a requirement to the SEPP, not the API design. Is there anything that CT4 has to do to meet this requirement?
***NEXT CHANGE***
5.7.X 
Requirements for secure API design for SBA
The following rules shall be considered for every core network function that implements a service-based interface.
-
OpenAPI specifications created by CT3 and CT4 should contain all necessary information to correctly and unambiguously parse messages. Since OpenAPI specifications are machine-readable JSON objects, they shall be used as the basis for re-configuring NFs when an API or message structure changes.
[NOKIA] JSON or YAML is currently under discussion in CT3/4. The second half sentence looks like an implementation constraint for the NFs? Or is this supposed to be on SEPP? One cannot demand using an OpenAPI based code generator when implementing or modifying a NF. 
Also, my understanding is that OpenAPI files are not communicated on the wire, if the intention is to use it in SEPP. It’ll have to be manually fed into SEPP and it needs to have a mechanism to parse OpenAPI specification files.
Another aspect is that -d oes OpenAPI specification files capture HTTP headers?  My understanding is that it didn’t. Needs to be checked.
Editor’s Note: It is FFS whether the protection needs of individual attributes could be indicated in the interface specification as well.
[NOKIA] I would say that level of protection is orthogonal to the API. This may be better defined in a separate spec hat references the interface spec, not the interface spec itself. Tying the protection spec to the API spec takes away the flexibility to evolve the protection independent from the API.
-
Attacks often exploit corner cases and unspecified behavior in order to exploit a system. Traffic normalization counters this by either dropping traffic that is malformed or by forcing certain information elements to a "normal" value. Typically, this relates to inconsistent fields. As such an NF needs to be aware of where information is duplicated within the same message.
NOTE 1: This includes IEs of different names that effectively hold the same value, e.g. if a message contains multiple occurences of the SUPI within different IEs, the message definition should state whether the values of those IEs should match in a valid message.
NOTE 2: Preferably, a specific information will only be contained once in a given message, as conducting these intra-message checks will a) take up resources within the NF and b) necessitate considerable changes to the NF’s functionality as soon as an API endpoint changes.
***END OF CHANGES***
